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About this book:

Who this book is for:

What you need to use this book:

Related Publications

This book describes how to upgrade ODEX Enterprise from a previous version as well as initalise
a fresh system and how to reconfigure EPIC at a later date.

The book is intended for readers with technical knowledge of ODEX Enterprise and a general
understanding of computer systems.
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1System Setup Guide - Planning

1 Planning

Introduction1.1

This publication describes the hardware and software requirements for ODEX Enterprise
and  also  the  planning,  configuring  and  implementation  decisions  that  need  to  be
considered before the installation.

This publication covers the following topics:

Hardware and software requirements to  install  and  run  ODEX  Enterprise  on  your
network

ODEX Enterprise’s database and implementation options and configurations

Client and server deployment describes the different roles each client and server
offers, and the applicability of each application to the end user

System security deployment strategies and security options to ensure your system
remains secure

Internal  system integration options available  between  your  internal  systems  and
ODEX Enterprise, and how to streamline the integration

Workflow configurations describes how workflows can be designed to  meet  your
business requirements

Identifying your trading partner requirements and prerequisites  to  support  ODEX
Enterprise’s range of communication and network protocols

Hardware and Software Requirements1.2

Software1.2.1

Operating Systems

To  install  and  run  ODEX  Enterprise,  you  will  require  one  of  the  following  Microsoft
Windows operating systems:

Windows Server 2016

Windows Server 2012 R2

Windows Server 2012

Windows Server 2008 R2 SP1

Windows Server 2008 SP2

Windows 10

Windows 8.1

Windows 8

Windows 7 SP1

Windows Vista SP2
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The  ODEX  Enterprise  software  architecture  allows  multiple  clients  to  be  installed
throughout your corporate  network, whilst still  connecting  to  the  same  central  server.  
However,  the  client/server  architecture  is  independent  of  the  underlying  operating
system and so, if required, different operating systems can be used in the deployment of
ODEX Enterprise.

Microsoft SQL Server

ODEX Enterprise  uses an instance of  Microsoft  SQL  Server  for  data  storage.  Some  users
may already have a centralised installation of Microsoft SQL Server,  for those that do not
ODEX  Enterprise  will  install  the  Express  edition  of  Microsoft  SQL  Server  on  the  same
machine  as  the  server  process.  (Please  note  the  express  edition  does  have  some
limitations, for example the size of database that can be hosted.)

ODEX Enterprise is compatible with the following versions of Microsoft SQL Server.

SQL Server 2008 R2

SQL Server 2012

SQL Server 2014

SQL Server 2016

ODEX  Enterprise  is  compatible  with  all  editions  of  Microsoft  SQL  Server  including  the
Express edition.

Microsoft .NET Framework

The Microsoft .NET Framework is required to  be  installed  on  all  machines  where  ODEX
Enterprise is installed. There are two versions of the .NET Framework that are required:

Version 3.5 SP1

Version 4.5

Both  of  these  versions  MUST  be  installed.  Microsoft’s  .NET  Framework  has  been
designed to support multiple  versions of  the Framework on the same machine.   If  your
system  already  has  another  version,  later  or  earlier,  of  Microsoft’s  .NET  framework
installed,  the  new  versions  will  install  in  parallel  and  not  affect  the  current
installation(s).

The Microsoft .NET Framework is not installed by  ODEX  Enterprise,  it  must  be  installed
separately.  To  obtain  installation  media  please  browse  to  http://www.microsoft.com/
net in a web browser.

Additional Pre-Requisite Components

The ODEX Enterprise  installation will  install  the  following pre-requisites  if  they  are  not
already present on the machine:

Microsoft Visual C++ Redistributable Package

http://www.microsoft.com/net
http://www.microsoft.com/net
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Microsoft SQL Server Native Client

Microsoft SQL Server Management Objects

Microsoft System CLR Types for SQL Server

Hardware1.2.2

ODEX Enterprise  is designed around a client/server  architecture  and  multiple  machines
will typically be used in a standard configuration.

The  most  important  machine  in  the  configuration  is  the  machine  allocated  the  ODEX
Enterprise  server role.  This  machine  will  be  at  the  heart  of  the  configuration  and  will
perform the majority of the data processing for the system.

Recommended server specification:

x86 or x64 based processor of 1 GHz or higher (2 GHz or faster is recommended)

1 GB RAM (2 GB or more is recommended)

2.6 GB of available hard disk space or more, depending on the volume of file traffic

Optional additions:

RAIDed hard disks

Redundant CPUs and power supplies

UPS

Although  the  clients  and  server  can  be  installed  on  one  machine,  typically,  satellite
machines will have clients installed that connect to the ODEX Enterprise server.

Recommended client specification:

x86 or x64 based processor of 1 GHz or higher (2 GHz or faster is recommended)

1 GB RAM (2 GB or more is recommended)

400 MB of free disk space

Communication Requirements1.2.3

If  you are  going to use  ODEX Enterprise  for  communications,  you  will  need  a  means  of
electronic  communication  with  the  outside  world.  The  communication  methods  you
choose  to  support  will  either  be  an  internal  decision  agreed  by  your  organisation,  or
imposed on you by an external company with which you want to exchange data.

Both your organisation and the company with which you wish to exchange files need to
agree  on  a  common  connection  method  by  which  to  exchange  data  (unless  you  are
exchanging  data  via  a  Value  Added  Network),  otherwise  it  will  not  be  possible  to
establish a connection.

The matrix  below summarises the communication protocols supported  by  the  different
network  protocols  in  ODEX  Enterprise.   A  summary  of  the  supported  communication
protocols can be found in Appendix  A and a more  detailed  description  can  be  found  in
the "Communication Reference" document.

TCP/IP ISDN X.25
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OFTP 1 & 2

AS2

FTP

SFTP

Email

HTTP

TCP/IP Support1.2.3.1

TCP  and  IP  were  developed  by  America’s  Department  of  Defence  (DOD)  as  a  research
project to connect a number of  different networks designed by different vendors into a
network of networks.  It was initially successful because it delivered a few basic services
that  everyone  needs  (file  transfer,  electronic  mail,  remote  logon)  and  is  now  a
fundamental part of the largest network of computers in the world, the Internet.

Most companies have some form of  permanent connection to the Internet,  either  via  a
leased  line  or  broadband  connection.   ODEX  Enterprise  can  utilise  this  connection  to
make and receive TCP/IP connections, without the need for any additional hardware.

ISDN Support1.2.3.2

Integrated  Services  Digital  Network  is  a  telephone  system  network.  Prior  to  ISDN,  the
phone  system  was  viewed  as  a  way  to  transport  voice,  with  some  special  services
available for data. The key feature of the ISDN is that it integrates speech and data on the
same lines, adding features that were not available in the classic telephone system.

Two types of ISDN lines are commonly available:

Basic Rate (BRI)

Primary Rate (PRI)

A PRI ISDN circuit has up to 30 data channels, where a BRI is limited to 2.

In addition to the ISDN line, ODEX Enterprise  requires ISDN hardware to  connect  to  the
ISDN line.

ODEX Enterprise supports two types of ISDN devices:

ISDN card

ISDN router

The  ISDN  card  would  be  physically  installed  into  the  machine  hosting  the  ODEX
Enterprise  server,  whilst the ISDN router would be installed on your  corporate  network
and ODEX Enterprise would connect to the route using TCP/IP.

Supported Hardware1.2.3.2.1

ODEX  Enterprise  uses  the  CAPI  2.0  (Common-ISDN-API)  interface  to  access  ISDN
equipment connected to an ISDN line.  By adhering to the standards, ODEX Enterprise  can
make  use  of  well  defined  mechanisms  for  communications  over  ISDN  lines,  whilst
remaining independent of specific ISDN hardware manufacturers.

Within the context  of  OFTP,  ISDN  connections  are  commonly  referred  to  as  OFTP  over
ISDN; however, this is technically incorrect,  as  it  is  actually  OFTP  over  X.25 over  ISDN.  
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Market  demand  for  X.25  over  ISDN  support  is  relatively  low  and  so  not  every  ISDN
hardware  manufacturer  supports  this  feature  set.  Consequently  care  must  be  taken
when purchasing ISDN hardware.

The  following  manufacturers  produce  ISDN  cards  and  ISDN  routers  that  are  CAPI  2.0
compliant, support X.25 over ISDN and have been tested with ODEX Enterprise:

DiaLogic

Funkwerk AG

Cisco

X.25 Support1.2.3.3

X.25 is  an  International  Telecommunication  Union-Telecommunication  Standardisation
Sector (ITU-T) protocol standard and is typically used in the packet-switched networks of
common carriers, such as the telephone companies.

ODEX Enterprise provides X.25 support using XOT, which is an abbreviation for X.25 Over
TCP. This allows  X.25 packets  to  be  sent  over  a  Transmission  Control  Protocol/Internet
Protocol (TCP/IP) network instead of an X.25 network.

ODEX  Enterprise  communicates  with  an  XOT-capable  router  using  XOT  over  a  TCP/IP
network and the router makes the actual X.25 connection.

To support X.25 ODEX Enterprise requires the following:

An X.25  line

An XOT capable router

Supported Hardware1.2.3.3.1

ODEX Enterprise  requires an XOT capable  router to support XOT connections.  The entry
level Cisco model that supports XOT is the Cisco 805, with ISO 12.2 and the IP Plus feature
set. However, other routers in the Cisco range have been tested and are also supported.

ODEX Enterprise Database1.3

ODEX  Enterprise  operates  using  a  database  hosted  on  an  instance  of  Microsoft  SQL
Server.

Supplied as part of  the ODEX Enterprise  installation media  is  a  copy  of  Microsoft’s  free
database engine, SQL Server Express Edition.  For the majority of installations the Express
Edition of SQL Server is more than sufficient; however, if  your organisation already has a
copy of  the full  edition of  Microsoft  SQL  Server,  then  the  database  can  be  created  and
hosted by either of  these database engines. See  Software  Requirements  for  supported
versions.

Hosting the Database1.3.1

The database engine, either the Express Edition or the full SQL server, can be installed on
the  ODEX  Enterprise  server  machine  or  on  a  separate  machine  within  the  corporate
network.  ODEX Enterprise can then be configured to connect to either a local  or remote
database engine.

Hosting the database engine on the local  ODEX  Enterprise  server  machine  ensures  that
even  in  the  event  of  a  corporate  network  failure,  ODEX  Enterprise  will  remain
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operational;  however,  hosting  the  database  on  a  centralised  database  server  could  be
more practical from a backup perspective.

Installing the Database1.3.2

Installing Microsoft SQL Server Express Edition is optional, but by default will be  installed
as part of the standard ODEX Enterprise installation. 

If  the  ODEX  Enterprise  database  is  going  to  be  hosted  on  a  non  express/standard  SQL
server,  you  do  not  need  to  install  Microsoft  SQL  Server  Express  Edition.  However,  the
Microsoft  SQL  server  will  need  to  be  installed  and  operational  before  the  ODEX
Enterprise  database can be created and the ODEX Enterprise  server  started  for  the  first
time.

Creating the ODEX Enterprise Database1.3.3

When  ODEX  Enterprise  is  successfully  installed,  the  Setup  Wizard  application  starts
allowing  you  to  create  a  new  database  or  select  an  existing  one.  If  you  are  upgrading
from  a  previous  version,  the  Setup  Wizard  application  will  allow  you  to  upgrade  your
current database to a new one after selecting appropriate options.

Please note that if the database is not being hosted on the Microsoft SQL Server Express
Edition  installed  as  part  of  the  ODEX  Enterprise  installation,  then  a  username  and
password  with  appropriate  access  permissions  on  the  alternative  SQL  server  database
engine  will  be  required.  These  details  will  be  provided  by  your  network  database
administrator.

Database Backup1.3.4

If  the  ODEX Enterprise  database has not been created on a centralised  database  server,
then some consideration will  need  to  be  given  as  to  how  the  database  and  associated
data files are going to be backed up.

Installed as part of  the  ODEX  Enterprise  installation  is  a  database  backup  utility,  which
can be used to take a snapshot of  the current database configuration and associated file
details. 

NOTE: This utility does not backup  the  data  files  held  on  the  local  hard  disk  and  these
would need to be backed up separately.

The backup utility requires someone to run the application manually and choose where
the  database  backup  should  be  placed;  however,  Microsoft  SQL  Server  is  common  in
corporate  network  environments  and  most  backup  solutions  e.g.  Veritas  BackupExec,
have SQL server backup agents that can be used to automate the database backup as part
of your corporate backup strategy. 

ODEX Enterprise Clients and Server1.4

Distributed Clients1.4.1

ODEX Enterprise has been designed to operate in a multi user,  client/server architecture,
which  means  that  if  a  PC  can  connect  to  the  corporate  network  hosting  the  ODEX
Enterprise  server,  either via the LAN, WAN, VPN or World Wide Web, users can use the
ODEX Enterprise clients and connect to the central server. 

All  the  users will  see  the same centralised information and be  able  to  work  with  ODEX
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Enterprise at the same time.

Introduction1.4.2

In this section we will  describe the ODEX Enterprise  applications, what their  function  is
and who will be using them.

The ODEX Enterprise applications, listed below with their shortcut icons, are:

ODEX Enterprise Administrator               

ODEX Enterprise Workstation         

ODEX Enterprise Communications Monitor              

ODEX Enterprise ENGDAT Workstation                

ODEX Enterprise Server1.4.3

The  ODEX  Enterprise  server  is  the  heart  of  ODEX  Enterprise.  It  co-ordinates  ODEX
Enterprise’s operations. 

Who would use the ODEX Enterprise Server?1.4.3.1

The server is hosted on a centralised machine, which would typically only be accessible
to  personnel  responsible  for  key  applications  e.g.  IT  managers,  network  infrastructure
staff, server application support staff.

ODEX Enterprise Administrator1.4.4

The  ODEX  Enterprise  Administrator  is  the  administrative  control  centre  of  ODEX
Enterprise. Before  you can begin to use  ODEX Enterprise  to process your files,  you must
use the ODEX Enterprise  Administrator to  set  up  all  your  details,  including  information
about your company, your trading partners,  and your  communication  details.  The  ODEX
Enterprise  Administrator is  also  used  to  set  up  the  ODEX  Enterprise  application  to  suit
your system requirements.

Once the configuration of the Administrator has been completed, there  are  typically few
modifications or alterations that need to be made on a day-to-day basis.

The usage of the ODEX Enterprise  Administrator is beyond the scope of  this publication.
A brief overview is given below; however, for full  details on how to use this application
to configure your system, please refer to the separate Administrator’s Guide.

Who would use the ODEX Enterprise Administrator?1.4.4.1

The Administrator would typically be used by a network administrator or an IT manager,
who would be responsible for the setup and configuration of the system.

ODEX Enterprise Workstation1.4.5

The  ODEX  Enterprise  Workstation  application  is  one  of  the  main  day-to-day  usage
applications of ODEX Enterprise.

It allows you to track the files within the system, providing the  communications  details
of files sent and received, together with any workflow processing that has taken place on
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a per file basis.

You can also manually schedule  files  and  extract  files  from  the  system,  make  calls  and
view the communications log while a call is being made.

Who would use the ODEX Enterprise Workstation?1.4.5.1

The  ODEX  Enterprise  Workstation  would  be  used  by  someone  who  wishes  to  track
inbound and outbound files in ODEX Enterprise.  This would typically be someone whose
role is to monitor the operation of ODEX Enterprise.

ODEX Enterprise Communications Monitor1.4.6

The communications monitor allows users to view  statistics  and  live  information  about
communications sessions in ODEX Enterprise. This client application is purely  a  monitor
and therefore  has very little  functionality. Other clients are  available  for  the  functional
aspects of ODEX Enterprise.

Who would use the ODEX Enterprise Communication Monitor?1.4.6.1

The ODEX Enterprise Communication Monitor can be used to diagnose connection issues,
as well  as monitor day-to-day connections.  Consequently,  the  communication  monitor
would be used by the day-to-day operators of  ODEX Enterprise  and communication  and
network infrastructure department.

ODEX Enterprise Batch Administrator1.4.7

The ODEX Enterprise Batch Interface allows you to automate tasks such as setting up new
Comms entries, scheduling files for immediate sending and many other tasks.

If  you  have  a  sequence  of  operations  to  be  performed  regularly,  or  if  you  want  ODEX
Enterprise to be run by non-computer personnel, you may automate it by setting it to run
in batch mode.

The Batch Administrator allows you to configure the settings for running ODEX Enterprise
in batch mode.

Who would use the ODEX Enterprise Batch Administrator?1.4.7.1

The ODEX Enterprise  Batch Administrator would only need to be installed on a machine
that needs to send batch commands to ODEX Enterprise.  Typically this would be a system
running  an  internal  application,  which  needs  to  control  ODEX  Enterprise.   This  client
would not typically be required on an individual’s PC workstation.

Security1.5

Client Connection Security1.5.1

Although  many  people  believe  their  corporate  network  is  secure,  there  is  always  the
possibility  of  someone  eavesdropping  on  data  being  exchanged  between  two  PCs.  
Consequently, it is important to secure the transmission of  information, even if  it is only
being sent over the corporate network.

By default,  the ODEX Enterprise  clients  connect  to  the  master  server  using  TCP/IP  port
3547; however, the data sent over this connection is un-encrypted. 

To secure the connection, the clients can be configured to connect to the master server
on port 3548, which secures the connection by using SSL technologies.
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The  SSL  connection  is  transparent  to  the  ODEX  Enterprise  end  user.   However,  the
underlying  connection  is  now  secure  and  any  data  exchanged  between  the  ODEX
Enterprise client and master server is encrypted. Therefore, even if it was intercepted by
an  unscrupulous  third  party,  they  would  not  be  able  to  decipher  the  data  being
exchanged.

User Security1.5.2

User security is built into the system, but has to be selected explicitly if  you want to use
it.

User security is a feature  of  ODEX Enterprise  which, if  used as intended, guarantees the
security of  the system within your  company.  Although  you  do  not  have  to  enforce  any
security measures, it is advisable, at the very least,  to prevent unauthorised users  from
gaining access to any part of ODEX Enterprise.

User security serves two purposes:

To stop unauthorised users from accessing the system

To restrict authorised users' permissions within the system

User security is turned on or off at a global level (i.e. it affects all the  applications).  When
turned on, it can be set to one of two modes:

Use ODEX Enterprise's own security

Use Windows Active Directory security

ODEX Enterprise's own security1.5.2.1

For  full  security  to  be  maintained,  someone  at  your  company  must  be  designated  to
manage  the  security  settings  from  within  the  ODEX  Enterprise  Administrator.  For  this
purpose, we have pre-configured a System Administrator for you. This user has been set
up with full edit permission for the ODEX Enterprise Administrator.

Using ODEX Enterprise security, when an application connects to the server the user will
be  asked  for  a  username  and  password  (though  passwords  may  be  blank  if  the  Use
passwords  option  has  not  been  selected).  The  username  and  password  are  then
validated to see if the user is authorised to log on.

Windows Active Directory security1.5.2.2

Using Windows Active  Directory security,  ODEX  Enterprise  can  import  users  and  groups
from the Windows Active  Directory. Users will  have to be logged on to Windows with  a
valid account in order to access any features of  ODEX Enterprise. Imported users can  be
used  in  all  the  same  ways  as  ODEX  Enterprise  users  to  access  other  user-based
functionality.

Even when using Windows Active  Directory security,  a designated System Administrator
must still be present in the ODEX Enterprise security configuration. He will  be  able  to log
on to the ODEX Enterprise Administrator and set user permissions for each Windows user
group. He will also have full access to all the ODEX Enterprise clients.

Users, User Groups and Permissions1.5.3

ODEX  Enterprise  is  a  multi-user  application  that  enables  various  people  within  a
company to handle various aspects of file processing within that company.

However, not everybody will  want to see the same data.  For  example,  the  IT  Manager,



10 System Setup Guide - Planning

who  needs  to  administer  the  ODEX  Enterprise  system,  will  only  need  to  see  the
Administrator application, whereas those people  concerned with the actual  sending and
receipt of files will only be interested in the Workstation application.

Users1.5.3.1

Defining  users  in  the  system  allows  each  person  who  uses  ODEX  Enterprise  to  be
identified. Anyone not  recognised  by  ODEX  Enterprise  security  is  denied  access  to  the
system.

User Permissions1.5.3.2

User permissions can be used for two purposes:

for security, to restrict users to specific areas

for simplicity, to show users only what they need to see

User permissions define the areas of ODEX Enterprise to which the user may have access,
and the functions that he can carry out within those areas. A user permission  might  be,
for example, permission to use the ODEX Enterprise  Administrator and being given View
access to a specific view (page)  of  an  application;  with  View  access,  he  will  be  able  to
read the data, but will not be able to edit it.

Every user  can  have  his  own  set  of  permissions  that  dictate  what  he  can  or  cannot  do
within the system.

There  are  basically  two  levels  of  user  permissions  –  granting  access  to  one  or  more
specific applications, and granting access to specific areas within those applications.

User Groups1.5.3.3

A  user  group  is  a  convenient  way  to  allow  a  number  of  users  to  share  the  same
permissions. A user group has a set of  permissions associated with it.  Any users who are
assigned to that group are automatically given those permissions.

You  can  define  users  without  assigning  them  to  a  group.  Then  you  would  assign
individual permissions to them.

Users  can  be  assigned  to  any  number  of  groups,  and  are  automatically  given  the
permissions from all the groups they have been assigned to.

If  Windows  Active  Directory  Security  is  being  used,  then  the  user  groups  defined  in
Windows Active  Directory will  be  used. ODEX Enterprise  allows  users  to  assign  a  set  of
ODEX Enterprise permissions to a Windows Active  Directory user group. In this scenario,
the  relationship  between  users  and  user  groups  has  to  be  managed  from  within  the
Windows environment, not from within ODEX Enterprise.

Systems Integration1.6

Streamlining  the  communications  between  your  company  and  your  trading  partners  is
only half  the story.  To streamline the  whole  end-to-end  process,  ODEX  Enterprise  will
need to exchange data seamlessly with your internal systems.

ODEX Enterprise integrates with in-house packages in many different ways including:

Import and export directories on the corporate network

FTP upload/download
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IBM WebSphereMQ

Specialised SAP integration component

ODEX Enterprise  utilises Data Interchange’s message  translator,  XLATE  Evolution,  which
provides  mapping  functionality  to  translate  between  different  internal  or  external
message formats.

Data Flow1.6.1

ODEX Enterprise can integrate with internal systems in a number of different ways:

Import/export directories

FTP upload/download

IBM  WebSphereMQ  (requires  IBM  WebSphereMQ  client  V5.3  or  greater  to  be
installed  on  the  ODEX  Enterprise  server,  Advanced  MQ  requires  IBM
WebSphereMQ client V7.0 or greater and IBM Message Service Client for .NET)

SAP Interface (startRFC and tRFC)

The  configuration  of  your  current  network  infrastructure,  corporate  policies  and  the
capabilities  of  your  internal  system  will  influence  which  integration  options  are
applicable to you.

Considerations1.6.1.1

The following questions will  need to be reviewed when considering integration options
between ODEX Enterprise and your internal system:

What common integration interfaces are  available  between  ODEX  Enterprise  and
the internal system?

If you are using the directory or FTP integration option:

What directory structure will be required? 

Will a single import and export directory be sufficient?

Will  the  import  and  export  directory  need  to  be  sub-divided  by  trading  partner
and/or message types?

Will specific file names be required?

Can the internal system import from and export to different directories?

If you are using IBM WebSphereMQ:

Have appropriate inbound and outbound queues and channels been created?

Will different channels be required for different trading partners and/or message
types?

If you are using the SAP interface:

Is the startRFC or tRFC most suitable?

File Formats1.6.2

Throughout the world there  are  numerous standards, each with their own syntaxes, file
formats and array of messages.  Some standards are more commonly used within a single
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market  sector,  whilst  others  have  been  adopted  by  multiple  sectors.   Some  are
developed by committees and influential bodies within a given sector,  whilst others are
bespoke to a single company. 

The  array  of  standards  and  associated  messages  can  be  bewildering;  however,  to
complicate  matters  further,  the  file  formats  used  by  your  internal  system  are  nearly
always different to the formats your trading partners will be using.

To ensure  that  you  can  easily  integrate  the  data  you  are  exchanging  with  your  trading
partners, ODEX Enterprise has a powerful any-to-any mapper called Xe (XLATE Evolution),
which  seamlessly  integrates  with  ODEX  Enterprise  and  will  automatically  convert
between internal and external file formats.

XLATE Evolution supports the following syntaxes:

ANSI X12 VDA

EANCOM XML

EDIFACT ebXML

EDIFACT V4 SAP IDoc

ODETTE CSV

TRADACOMS UCS

Maps  are  developed  outside  of  ODEX  Enterprise  in  XLATE  Evolution’s  development
application.  Once a map  has  been  developed  and  tested,  it  can  easily  be  deployed  in
ODEX Enterprise.

Considerations1.6.2.1

When reviewing the file format integration options, the following questions will  need to
be answered:

What format does my internal system import?

Is a specification for the import file format available?

What data is required for the internal import file format?

Is the required data available in the inbound message?

What file format does your internal system export?

Is a specification for the export file format available?

Is the  export  specification  different  for  different  message  types  e.g.  despatches
advices messages and invoice messages?

What data is required for the external file format?

Is all of the required data available in the file exported from the internal system?

Workflow requirements1.7

Before  you create  any workflows, you need to  do  some  preliminary  analysis.  Thorough
analysis  of  your  requirements  at  the  planning  stage  will  enable  you  to  configure  your
workflows in the most practical way.
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Analysis1.7.1

There are a number of questions that need to be considered, to enable you to determine
how many workflows you might need, and what processing they are going to perform.

Your objective, therefore, is to be able to set up a minimal number of workflows that will
handle the required processing for all files in your system.

Considerations1.7.1.1

The following list of questions may help you collect the information you need. In this list,
the  term  “file  types”  refers  to  file  purpose,  such  as  orders,  forecasts,  despatches,
invoices, and many others.

What differentiates the files?

What similarities do the files have?

Do you need to translate incoming EDI files into an in-house format?

Do you need to translate outgoing in-house files into an EDI format?

Do you need to process any files using an in-house application?

Do you want to take a copy of any files?

In what different ways may files arrive  in  your  system  e.g.  via  a  communications
session, from a monitored directory etc)?

What  kind  of  processing  needs  to  be  performed  on  each  of  the  incoming  file
types?

What kind of processing needs to be performed on each of the outgoing file types?

Error workflows1.7.2

Error handling is an important aspect of  workflows. You should create  at least one error
handling workflow to ensure that, if any job in a workflow results in an error,  the file  will
be handled appropriately and an alert will be sent to a designated user.

You  can  include  any  job  in  an  error  workflow,  but  most  of  them  would  not  be
appropriate. The most useful jobs for inclusion would be any of the following:

E-mail - Sends an e-mail to one or more specified addresses

Windows Application Log - Writes a message to the Windows application log

Write to File - Writes to a file the details of an event

Write  to  MQ  Message  Queue  -  Writes  a  message  to  a  WebSphere  MQ  message
queue

Trading Partner Communications Requirements1.8

The communication methods you use to connect to your trading partners  will  either  be
the result of an internal  decision made by your organisation, or imposed on you by your
trading partners.

Both your organisation and  the  company  that  you  wish  to  exchange  files  with  need  to
agree  on  a  common  connection  method  to  exchange  data  over  (unless  you  are
exchanging  data  via  a  Value  Added  Network),  otherwise  it  will  not  be  possible  to
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establish a connection.

The  connection  method  is  a  combination  of  a  communication  protocol  (how  the  two
parties will “talk” to each other once a connection is made),  and a network protocol  (the
physical means by which the two parties will connect to each other).

If  you use a VAN to connect to your trading partners,  you will  usually have more  choice
over which communication and network protocol to use.

This  section  provides  details  of  communication  considerations.  A  summary  of  these
requirements can be found in Appendix A of this Guide.

Communication Protocols1.8.1

ODEX Enterprise  supports a number  of  different  communications  protocols  for  sending
and receiving all  types of  files. Communications protocols define the  logical  process  by
which communication between two computers is carried out. Communications protocols
currently supported are:

OFTP 1

OFTP 2

AS2

FTP Server and Client

SFTP Server and Client

Email (POP3 and SMTP)

HTTP

A summary of these communications protocols can be found in Appendix  A at the end of
this  Guide  and  further  information  can  be  found  in  Communications  Reference
document.

Network Protocols1.8.2

ODEX Enterprise also supports a number of network protocols.  Network protocols define
the physical means by which the communication from one computer to another is made.
Network protocols currently supported are:

TCP/IP (Internet)

XOT (X.25)

ISDN (CAPI)

A summary  of  these  network  protocols  can  be  found  in  Appendix  B  at  the  end  of  this
Guide  and  further  information  can  be  found  in  the  Communications  Reference
document.

Summary of protocols1.8.2.1

The matrix  below summarises the communication protocols supported  by  the  different
transportation  protocols  in  ODEX  Enterprise.   A  summary  of  the  supported
communication protocols can be found  in  Appendix  A  and  a  more  detailed  description
can be found in Communications Reference document.
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TCP/IP ISDN X.25

OFTP 1 & 2

AS2/HTTP

FTP

SFTP

Email

HTTP

Connection options and parameters1.8.3

Each  of  your  trading  partners  will  have  to  provide  you  with  details  of  their
communication  and  network  protocols,  and  will  want  to  know  yours  in  return.  The
information to be exchanged will differ according to the protocols that are to be used.

OFTP 11.8.3.1

For an OFTP connection you will need to:

Exchange EDI codes (for all three levels – see below)

Exchange OFTP passwords, if use is agreed by both partners

Exchange details of the connection method you will be using

EDI Codes1.8.3.1.1

The OFTP protocols have 3 levels of routing. Each of  these levels may have its own code,
but in many cases the codes are  the same at all  three levels.  The code at all  three levels
may be referred to generally as an EDI code.

Network Node – also referred to as the SSID Code or the Physical Node

File Node – also referred to as the SFID Code

Message Node – also referred to as the UNB Node

For further information on EDI codes, and how to create  one if  you do not already  have
one, please refer to Appendix C of this guide.

OFTP 21.8.3.2

Requirements  for  OFTP  2  connections  are  the  same  as  those  for  OFTP  1,  with  the
additional  option  that  you  may  specify  what  type  of  security  is  required  for  the
connection. Options to be considered are:

Whether to use the OFTP 2 security features at all

Whether to use session level encryption

Whether to use file encryption

Whether to use file signatures

Whether to use signed EERP acknowledgements

Whether to use session authentication
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Which security certificates to use

Further  information  about  OFTP  2  security  can  be  found  in  the  "Communications
Reference" document.

AS21.8.3.3

For an AS2 connection you will need:

A permanent connection to the Internet

For AS2 connections you will need to exchange the following:

 AS2 identifier (AS2 Name)

URL/Port of AS2 server

Encryption requirements

MDN Receipt requirements

Current AS2 certificate

Any other details required by individual trading partners e.g. user IDs for access

Further  information  about  AS2  can  be  found  in  the  "Communications  Reference"
document.

FTP1.8.3.4

For an FTP connection, each partner may act  as  an  FTP  Server,  an  FTP  Client  or  as  both
Server and Client. Your roles must be agreed with each other beforehand.

For an FTP connection you will need:

A TCP/IP connection to the Internet

For an FTP connection, as a Server, you will need:

A permanent connection to the Internet, with a fixed IP address

To tell the client your IP address

For an FTP connection you will need to:

Agree with your trading partner which of  you will  be  the FTP client and which the
FTP server, or whether you will both be client and server

Agree the Port number for connection

Agree whether the FTP server is to be Active or Passive

Agree the directory structure to be used

Exchange user names and passwords

For further details about Active and Passive  connections, and the FTP directory structure
can be found in the "Communications Reference" document.

SFTP Client1.8.3.5

An SFTP Client connection is a secure FTP client connection. Although the SFTP protocol
is fundamentally different from FTP, it has the same connection requirements as an FTP



17System Setup Guide - Planning

connection.

SFTP Server1.8.3.6

ODEX Enterprise can host an SFTP server. For this you will need:

A permanent connection to the Internet, with a fixed IP address

A public certificate to identify the server to client

To tell the client your IP address and SFTP port (usually 22)

To set up the SFTP server you will need to:

Agree the virtual directory structure to host on the server

Agree the algorithms that may be used to secure the SFTP sessions

Exchange user names and passwords

For further details about  hosting  an  SFTP  server  can  be  found  in  the  "Communications
Reference" document.

Email1.8.3.7

In order to send emails using ODEX Enterprise you need:

A hostname or IP address of an SMTP server

An email address which the SMTP server is able to use as the sender address

If your server requires it,  a username and password associated with the address
for sending.

In order to receive emails using ODEX Enterprise you need:

A hostname or IP address an a POP3 server

An email address which the server is configured to receive email for

The username and password associated with the recipient address

HTTP1.8.3.8

In order to send files via HTTP in  ODEX Enterprise  you'll need:

A URL for the remote server receiving the file

A username and password if the remote host is using basic authentication

The remote servers supported HTTP request verb

In order to receive files via HTTP in  ODEX Enterprise  you'll need:

A URL to give to the remote party that you will be receiving files from

A  means  of  identifying  the  remote  party.  Either  a  username/password
combination or the originators IP address (or both)

Connection methods1.8.4
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TCP/IP1.8.4.1

For a TCP/IP connection you will need:

A connection to the Internet, either via a leased line or a broadband connection

For a TCP/IP connection you will need to:

Exchange IP addresses

Exchange the Port numbers through which you can access each other’s systems

Ensure that your firewall  is configured to allow  access  in  both  directions  through
the specified Port.

ISDN1.8.4.2

For an ISDN connection you will need:

An ISDN line

A suitable CAPI 2.0 compliant ISDN card or ISDN router

For an ISDN connection you will need to:

Exchange ISDN numbers.

251.8.4.3

For an X.25 connection you will need:

An X.25  line

An XOT capable router

For an X.25 connection you will need to:

Exchange X.25 NUAs

ODEX Enterprise Dashboard Website1.9
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Overview1.9.1

Figure 1 - Typical Dashboard Website Configuration

The dashboard is a web site application which can be hosted on the internal or external

IIS web server, providing external as well as internal users to monitor traffic going

through the server. 

The dashboard web site provides a number of functional views that are available for

logged in user. 

The following sections provide information about each component required to deploy

the ODEX Enterprise Dashboard, along with all mandatory pre-requisites.

Dashboard1.9.2

The dashboard is a web site application which can be hosted on the internal or external

IIS web server, providing external as well as internal users to monitor traffic going

through the server. 

These includes:

Home – Display number of system and user defined widgets and list of common used

tasks.

Files – Display list of files sent and or received by logged in user.

Documents – Display list of documents sent and or received by logged in user.

Reports – Display number of system and user defined reports and list of common used

tasks.
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Alerting – Provides a functionality to create and maintain user defined alerts.

Accounting – Provides a functionality to view billing and company information.

Views and functionality available in the Dashboard website depend on the license level:

Basic: Files and user accounts views.

Advanced: Home, Files, Documents, Reports and user accounts views.

Alerting: Home, Files, Documents, Reports, Alerting and user accounts views.

The following pre-requisites are required to install the dashboard web site:

A Windows machine supporting IIS version 8 with ASP.NET 4.5.

Firewall settings has to be changed to allow communication with outside world.

A valid HTTPS security certificate.

User1.9.3

A user represents an active account on the main ODEX Enterprise server with defined

company association, email address and password. 

A user sends a request to process a file from one network point to another (typically a

trading partner network). 

A user can also receive number of files from number of trading partners.

Tracking Database1.9.4

The tracking database is a separate  database to the main ODEX Enterprise  database  and
holds all required information to display data on the dashboard. 

Every  time  a  new  file  is  processed  on  the  ODEX  Enterprise  server  we  create  a  new
corresponding tracking file entry in the tracking database. 

The ODEX Enterprise  server has a capability of  queuing tracking database  requests  until
tracking database becomes available. This is to  ensure  no  information  is  lost  while  the
tracking database is not available for any reason. 

A single tracking file entry in the database represents a combination of sent and received
file details.

The tracking database holds the following information about each file:

Edi or Non-Edi analysis information.

Mailboxes and local codes details.
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Companies associated with a file.

Documents and envelope details.

File events.

Tracking file sent and received details.

Statistics data for any sent and received file.

The  tracking  database  is  a  part  of  the  ODEX  Enterprise  server  and  can  be  created  and
configured using the ODEX Enterprise Setup Wizard application.

The following pre-requisites are required to create a tracking database:

An instance of the MS SQL server version 2008R2 or above.  In most scenarios this is the

same instance as used to store the main ODEX Enterprise database.

ODEX EnterpriseMain Server1.9.5

The ODEX Enterprise server is the main component that is responsible for processing

incoming and outgoing files. 

It provides all required communication, mapping and workflow processing functionality

in order to process all types of files. 

The ODEX Enterprise server directly communicates with the tracking database to add new

tracking entries accordingly when sending or receiving files. 

This process ensures that both the ODEX Enterprise server database and the tracking

database will always be in sync. 

In the event that the tracking database not available, the ODEX Enterprise server will

accumulate all tracking requests and process them as soon as the tracking database

becomes available.

The following pre-requisites are required to install the server:

Software

Dashboard Service1.9.6

The Dashboard Service allows the workload of alerting and statistics to be run separately

from the ODEX Enterprise server that is handling communications and workflows. This is

often used on systems where there is a need to process high volumes of traffic.

The dashboard website allows a user to create and maintain a number of alerts. When

number of users is high and each user is having an option to define their own alerts, it

could have an impact on the main ODEX Enterprise server performance. In that case it is

recommended to use the dashboard service which will process and maintain any alerts

defined in the system.

The dashboard website allows a user to create and maintain a number of user defined
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reports. In order to provide a visual representation of number of files received/sent in

the system, the main ODEX Enterprise server executes the task, by default every 24 hours

to populate the statistical data in the tracking database. When main server process high

volumes of traffic it could take a time and resource on the main server to provide

statistical data in the tracking database. In that case it is recommended to use the

dashboard service which will generate the stats information and populate the tracking

database accordingly.

The Dashboard Service component is a part of the ODEX Enterprise installation package. 

The Dashboard Service has to be installed on a different machine than the main ODEX

Enterprise server.

The following pre-requisites are required to install the service:

Software

Server Connections1.9.7

The dashboard website communicates with the Main ODEX Enterprise Server to perform
the following actions:

Download the content of file(s).

View the contents of a file.

Retry file(s).

In order to establish that connection the Main ODEX Enterprise Server has to be
configured to talk directly to the Dashboard Website.

This can be configured in the ODEX Enterprise Administrator client, in the System
section. Select "Dashboard Connections" option and click add new dashboard
connection.

You need to provide a valid IP address or domain name of the physical machine, where
the Dashboard Website is configured on IIS server.

This can be configured in the ODEX Enterprise Administrator client, in the System
section. Select "Dashboard Connections" option and click add new dashboard service
connection.

You need to provide a valid IP address or domain name of the physical machine, where
the Dashboard Service is installed and configured.

Appendix A - Communication Protocols1.10

OFTP1.10.1

OFTP was first defined in 1986 by ODETTE International  Ltd,  a  membership  organisation
formed by the automotive industry for the automotive industry, which sets the standards
for  e-Business  communications  and  engineering  data  exchange.  OFTP  is  a  protocol  for
exchanging  data  in  an  automated  environment  and  initially  designed  to  work  over  an
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X.25 network, but over the last two decades it has evolved to work over ISDN and TCP/IP
networks.

OFTP  is  the  most  widely-used  protocol  inside  Europe  for  the  exchange  of  EDI  data,  in
particular  in  the  automotive  sector,  but  is  also  commonly  found  in  the  retail,
petrochemical, tax submissions and banking sectors, amongst others.

AS21.10.2

AS2  (Applicability  Statement  2)  is  an  RFC  which  was  developed  by  the  Internet
Engineering Task Force (IETF)  and Cyclone Commerce Corporation. The first draft of  AS2
was first produced in late 1996. It then took a further decade before  finally becoming an
RFC standard in July 2005.

AS2  was  an  American  initiative  to  produce  a  business  protocol  and  was  intended
primarily as a way of  bypassing VANs by having direct communications between trading
partners over the Internet.  Much of  the  success  of  AS2 has  been  confined  to  America,
and specifically the retail sector.

FTP1.10.3

FTP (File Transfer Protocol) was published as an RFC in April 1971 and since then adoption
has grown steadily.

It is used to exchange all types of files, in all market sectors and is now a commonly used
file transfer protocol throughout the world.

SFTP1.10.4

SFTP (SSH File  Transfer Protocol)  is an  Internet  Draft  protocol  designed  by  the  Internet
Engineering Task Force (IETF)  as an extension of  the Secure Shell  protocol  (SSH). Its first
draft  was  released  in  January  2001,  and  although  it  has  never  become  an  Internet
Standard, it is widely implemented.

Although commonly used to securely traverse  a remote file  system, the protocol  has no
relation to FTP. SFTP is an exchange of command and data packets over a secure channel,
usually SSH. These commands manipulate  the remote file  system, standardized on UNIX
conventions, to effectively upload and download files.

EMAIL1.10.5

The  POP3  email  server  is  responsible  for  receiving  email  messages  where  the  SMTP
email server is responsible for sending email messages.

POP3 (Post Office  Protocol),  a protocol  used to retrieve e-mail  from a mail  server. Most
e-mail applications (sometimes called an e-mail client)  use  the POP3 protocol  to receive
email messages from the server.

SMTP (Simple  Mail  Transfer Protocol),  a protocol  for sending  e-mail  messages  between
servers.  Most  e-mail  systems  that  send  mail  over  the  Internet  use  SMTP  to  send
messages from one server to another; the messages can then be retrieved with an e-mail
client using POP protocol.  In addition, SMTP is generally used to  send  messages  from  a
mail client to a mail server. This is why you need to specify both the POP or and the SMTP
server when you configure your e-mail functionality within ODEX Enterprise.

ODEX  Enterprise  does  not  support  its  own  POP3  or  SMTP  server  functionality  and
therefore  an  external  server  is  required  in  order  to  communicate  with  your  trading
partner using email communications.
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HTTP1.10.6

HTTP  (Hypertext  Transfer  Protocol)  is  the  foundation  for  data  communication  for  the
World  Wide  Web.  It  is  a  generic,  stateless  protocol  which  can  be  used  for  many  tasks
beyond its use  for  hypertext.  The  standards  development  of  HTTP  was  coordinated  by
the Internet Engineering Task Force (IETF)  and  the  World  Wide  Web  Consortium  (W3C)
resulting  in  the  publication  of  a  series  of  RFCs.  The  first  definition  of  HTTP/1.1,  the
version of HTTP in common use, occurred in RFC 2068 in 1997. This was obsoleted by RFC
2616 in 1999.

HTTP functions as a request-response protocol in the client-server computing model.

Appendix B - Network Protocols1.11

TCP/IP1.11.1

TCP/IP  (Transmission  Control  Protocol/Internet  Protocol)  is  the  basic  communication
protocol  of  the Internet. It  can  also  be  used  as  a  communications  protocol  in  a  private
network (either an intranet, where parties within a single organisation can communicate,
or  an  extranet,  where  parties  may  communicate  with  each  other  over  an  external  but
private network).

TCP/IP provides basic but high-demand services, such as file  transfer and electronic mail
(e-mail), across a very large number of client and server systems.

Several  computers  in  a  small  company  department  can  use  TCP/IP  (along  with  other
protocols) on a single Local Area Network (LAN). The IP component provides routing from
the department to the company network, then to  regional  networks,  and  finally  to  the
global Internet.

TCP/IP is designed to be highly robust and automatically recover from any network node
or  phone  line  failure.  In  addition  it  employs  flow  control  mechanisms,  to  allow  for
inadequacies of the receiving computer, and support for the detection of  errors and lost
data,  with  its  ability  to  trigger  retransmission  until  the  correct  data  is  correctly  and
completely received.

XOT (X.25)1.11.2

XOT (X.25 over TCP/IP) enables X.25 packets to be sent over a TCP/IP network to an XOT-
capable  router,  from  where  they  are  transported  to  the  destination  over  an  X.25
connection.

XOT allows users to connect to X.25 partners via an XOT router. In many cases, X.25 users
prefer  to  install  routers  rather  than  have  X.25  calls  come  directly  into  their
communications applications, since the latter method can have  security  issues.  Routers
can be configured to block calls from unknown origins.

Where native  X.25 is used, X.25 hardware, which  can  be  costly,  has  to  be  connected  to
the machine on which ODEX Enterprise  is installed. However, where XOT is  used,  ODEX
Enterprise  simply makes a TCP/IP connection to  an  XOT-capable  router  such  as  a  Cisco,
which can provide a sizeable cost saving.

Using  an  XOT  router,  ODEX  Enterprise  can  communicate  with  trading  partners  using
either  native  X.25  or  ISDN,  depending  on  the  routing  rules  and  configuration  of  the
router.
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ISDN (CAPI)1.11.3

ISDN (Integrated Services  Digital  Network)  is  a  digital  communications  line  that  allows
for the transmission of voice, data, video and graphics, at very high speeds, over standard
communication lines.

The  increasing  need  to  transfer  large  volumes  of  EDI  data,  in  particular  CAD/CAM
drawings, has focused attention upon high speed, low cost, communication.

Two types of ISDN line interface are available: Basic Rate (BRI) and Primary Rate  (PRI).  An
ISDN line consists of two different channel types:

B-Channel – Carries bearer services, such as digital data, video, and voice.

D-Channel  –  Carries  control  and  signalling  information  and  can  also  carry  packet
mode data.

BRI includes two 64 kbps (kilobits per second) B-channels and one 16 kbps D channel.  PRI
in Europe consists of  30 B channels and one 64 kbps D  channel,  while  in  North  America
and Japan 23 B channels and one 64 kbps D channel are provided.

Common ISDN  API  (CAPI)  is  an  application-programming  interface  used  to  access  ISDN
equipment.  CAPI  enables  applications  to  access  ISDN  adapters  in  a  straightforward
manner and allows unrestricted use of  their  functions  through  a  standardized  software
interface. This interface, which offers a single  point of  access to different ISDN  services
such as data, voice and fax, can then be used by applications.

The use of  CAPI allows applications  to  communicate  over  ISDN  lines  without  having  to
cater  for  differences  in  hardware  manufacturers’  specifications.  Furthermore,  in  the
event  of  future  hardware  developments,  applications  will  remain  unaffected,  as  CAPI
will make any changes transparent to the application.

Appendix C - EDI Code Creation1.12

You may already have an EDI code if  you belong to  one  of  the  international  numbering
organisations, such as GS1 or Duns and Bradstreet. If you do not yet have an EDI code, you
can create one as described in the next three sections. Please note  that you will  need to
know  whether  you  will  be  exchanging  Odette/EDIFACT,  Tradacoms  or  VDA  messages
with your trading partners. If  you use more than one of  these standards, you  may  need
more than one EDI code.

The Makeup of an Odette/EDIFACT EDI Code1.12.1

Network  and  File  Node  EDI  codes  may  be  up  to  25 characters  long  but  at  interchange
level  an EDI code may be as many as 35 characters. The codes should be made  up  using
the following list of characters and no others.

Character Description

A to Z Uppercase alphabetic characters

0 to 9 Numeric characters

- Hyphen

/ Slash or Oblique
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, Comma

. Full Stop

& Ampersand

( Left hand bracket

) Right hand Bracket

Blank  or  space  (CAUTION  -  this  is  NOT
recommended  as  some  systems  cannot
cater for it).

There are  currently no standards for  EDI  codification  schemes.  Obviously  it  is  vital  that
the code should be unique. New EDI users have a number of choices available to them.

Choose their company name (not recommended)

Be  allocated  an  EDI  code  by  a  third  party  network  (VAN),  trading  partner  or
numbering organisation

Derive their own EDI Code

If  users  wish  to  take  the  latter  course  of  action,  the  following  are  the  Odette
recommendations for the structure of an EDI code.

Name Description

Code Prefix The letter ‘O’

ICD Code The  ICD  (International  Code  Designator)  is  a  4  character  code  as
specified by the ISO standard ISO 6523. This identifies  a  standards
organisation  responsible  for  managing  a  numbering  scheme.  The
scheme  could  either  be  an  international  scheme,  such  as  the
European  Article  Numbering  Association  (EAN)  or  a  national
scheme such as the U.K. Company Registration number.

Company Code This is the code assigned by  the  agency  specified  in  the  ICD  code
above.  If  it  is  less  than  14 character  positions,  then  it  should  be
right aligned and zero padded to the left.

Sub Address This  alpha-numeric  field  is  a  user  assigned  sub-address.  It  can
identify various Physical Addresses within an organisation.

An example EDI code for Data Interchange Plc would be :-

O093200000002078041SYS001

O is the code prefix

0932 is the ICD for the U.K. company registration scheme
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2078041 is the Company Registration number for Data Interchange Plc

SYS001 is a locally assigned code to describe the EDI entity

Please note  that this is a recommendation for the  formation  of  an  EDI  code  and  NOT a
standard.

The Makeup of a Tradacoms EDI Code1.12.2

Network  and  File  Node  EDI  codes  may  be  up  to  25 characters  long  but  at  interchange
level  a  Tradacoms  EDI  code  must  be  13  numeric  characters  long.  In  the  Tradacoms
standard, EDI codes are  referred to as ANA codes and may be obtained from one of  the
standards bodies, such as DUNS or GS1.

If  users prefer not to use  the standards  bodies,  the  following  are  the  Data  Interchange
recommendations for the structure of a Tradacoms EDI code.

Name Description

ICD Code The  ICD  (International  Code  Designator)  is  a  4  character  code  as
specified by the ISO standard ISO 6523. This identifies  a  standards
organisation  responsible  for  managing  a  numbering  scheme.  The
scheme  could  either  be  an  international  scheme,  such  as  the
European  Article  Numbering  Association  (EAN)  or  a  national
scheme such as the U.K. Company Registration number.

Company Code This is the code assigned by  the  agency  specified  in  the  ICD  code
above. If it is less than 9 character positions, then it should be right
aligned and zero padded to the left.

An example Tradacoms EDI code for Data Interchange Plc would be :-

0932002078041

0932 is the ICD for the U.K. company registration scheme

2078041 is the Company Registration number for Data Interchange Plc.

Please note  that this is a recommendation for the  formation  of  an  EDI  code  and  NOT a
standard.

VDA EDI Codes1.12.3

Network  and  File  Node  EDI  codes  may  be  up  to  25 characters  long  but  at  interchange
level an EDI code can only be a maximum of 9 characters.

For  VDA  communications,  users  are  normally  allocated  an  EDI  code  by  their  trading
partner. This EDI code is usually their supplier code. Trading partner EDI codes are  usually
the trading partner’s customer code.
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2 Installation

Installation Procedure2.1

Introduction2.1.1

This  section  describes  the  installation  procedure  for  ODEX  Enterprise  in  all  supported
scenarios, which includes:

Single server

Client applications

For  a  discussion  of  supported  scenarios  and  distribution  of  system  components,  along
with installation prerequisites.

Before  continuing,  please  ensure  you  have  read  the  license  agreement  included  with
your  software.  It  is  very  important  that  you  understand  and  agree  to  the  terms  and
conditions before installing ODEX Enterprise. The licence agreement will  be  displayed as
part of the installation process.

Running Setup2.1.2

Installing ODEX Enterprise involves several  steps, not all  of  which are  required for every
installation.  The  precise  steps  required  depend  on  the  software  already  on  your
computer  and  the  options  you  choose.  Whatever  the  case,  the  installer  guides  you
through each step of the process. The steps are:

Installation of  pre-requisites. The pre-requisites are  items  that  must  be  installed
before the main installer can start. If these are present already - which is often the
case - you will not see them mentioned in the installation process.

Program installation. The components of  ODEX  Enterprise  are  installed  according
to the options you select.

When  installing  the  ODEX  Enterprise  server  the  ODEX  Enterprise  database  is
created. ODEX Enterprise  uses a SQL Server database that must be created before
it can be run.  By  default  the  database  will  be  created  on  a  local  instance  of  SQL
Server Express, but you have the option to change this.

When installing the dashboard website it will need to be configured.

These steps are considered further in the following sections.

Pre-requisite Installer2.1.2.1

If  the  setup  program  detects  that  pre-requisites  are  missing  from  your  computer,  the
following screen will be shown.

Click the Next button  to  begin  installation  of  the  missing  items.  Some  items  may  take
several minutes to install.
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Main Installer2.1.2.2

The main installer window is shown following the  pre-requisite  installation  process,  or
immediately if there are no pre-requisites to install.

You have the choice between Typical and Custom installation modes. In Custom mode:

You can choose the components to install.

You can choose the installation directory.

You can choose the application data directory.

You can choose to configure the installation for use in Windows clustering.

In Typical mode:

A ODEX Enterprise server and all client applications are installed.

The  ODEX Enterprise server is installed as a Windows Service.

Default installation directories are used.

If  you choose  Custom  mode  then  a  further  screen  is  shown,  for  you  to  select  options.
Choosing the Typical option, provides a review screen before immediately beginning the
installation.

Custom Install2.1.2.3

The custom install window is shown below.

Figure 2 - Custom Installation

Use the tree view to select the components you want to install.  

Click Back to return to the first page where you can choose Typical installation instead.
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The following sections provide more information about your options.

Servers2.1.2.3.1

You may choose to install a ODEX Enterprise server or no server.

Every ODEX Enterprise  installation must have one and only one ODEX Enterprise  server,
which  by  default  will  be  configured  to  run  all  server  tasks.  If  you  wish  to  install  this
server on the current local machine, ensure this component is ticked.

Client Applications2.1.2.3.2

You use the client applications to interact  with  the  servers  and  manage  the  day-to-day
operation  of  ODEX  Enterprise.  These  applications  may  be  installed  on  multiple
computers on your local area network as required by users.

Consider  the  requirements  for  the  local  machine  and  its  users  when  choosing  which
client applications to install.

Microsoft SQL Server 20122.1.2.3.3

Installing Microsoft SQL Server  is  optional.  If  you  plan  to  use  an  existing  SQL  server  to
host  the  ODEX  Enterprise  database,  either  locally  or  elsewhere  on  the  local  area
network, you do not need to install  Microsoft SQL Server. The database server can be an
instance  of  Microsoft  SQL  Server  2008  r2,  Microsoft  SQL  Server  2012  or  Microsoft  SQL
Server 2014.

Directories2.1.2.3.4

You may choose the directories in which ODEX Enterprise  is to be installed or accept the
system defaults.

The program directory is used to store system and program files for ODEX Enterprise. The
contents  of  this  directory  are  not  changed  during  execution  of  any  server  or  client
application and so users do not require write permissions. The default program directory
is C:\Program Files\DIP\ODEX Enterprise\x.x.x.x.

The Application Data directory is used to store  the configuration of  the ODEX Enterprise
applications, and log files. These files will  need to be modified during the execution  of
ODEX  Enterprise,  therefore  the  system  user  under  which  the  local  ODEX  Enterprise
server is run must have write  permissions  on  this  directory.    Administrative  privileges
should not be required to add and modify files in this directory. The default Application
Data  directory  is  dependent  on  the  operating  system  on  which  ODEX  Enterprise  is
installed.

Use existing application data means that the setup will  not install  files to the application
data  directory  and  requires  the  correct  folder  structure  and  files  to  already  be
established in the directory selected. 

Dashboard Website Setup2.1.2.3.5

If the Dashboard website is included in the selected features to install then the following
screen will be shown:
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Website Location sets the location to install the dashboard to on disk.

Website Name sets the name of the website in IIS.

Certificate  Path  and  Password  specify  the  certificate  to  use  for  securing  HTTP
communication with the dashboard.

Port specifies the port used when connecting to the website over HTTPS.
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After Installation2.1.2.4

When installation has completed, the following window is shown.

Figure 3 - Installation Complete

When this screen is displayed, you will  find  that  new  shortcut  icons  have  appeared  on
your desktop – one for each of the components you have installed on the local  machine.
If you selected the Custom installation mode you will  need to click Finish to proceed to
the next step, which is involves setting up your installation for first time use (using  the
Setup Wizard).

If  you installed the  ODEX  Enterprise  server  then  this  screen  will  be  replaced  with  the
following wizard:
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Figure 4 - Setup Wizard

The Setup Wizard allows the product to be setup for first time use (by carrying out a fresh
installation or an upgrade procedure from an earlier product version). The Setup Wizard
can also be run again at a later date  to reconfigure  settings  relating  to  your  installation
(such as database options, data files options).

For  details  of  this  procedure  and  how  to  use  the  Setup  Wizard,  refer  to  "Setup  and
Configuration" Guide.

3 Setup & Configuration

Introduction3.1

The Setup Wizard is a tool which is be used to configure  fundamental  aspects of  an ODEX
Enterprise  installation.  This  wizard  can  be  used  to  migrate  settings  and  data  from  an
earlier product version into a newly installed ODEX Enterprise product.

The  wizard  is  used  as  part  of  the  installation  process  to  initially  set  up  the  ODEX
Enterprise  database  and  directories,  but  also  can  be  re-run  at  any  point  following
installation to re-configure the database, data directories, and other aspects of  the ODEX
Enterprise installation.

Concepts and Terms3.2

Program Files and Application Data3.2.1

The Program Files directory, along with the  Application  Data  directory,  is  set  up  during
the installation of ODEX Enterprise. For more information about these directories,  please
refer to Directories.

Data Directories3.2.2

‘Data directories’ refers to the directories which are used to store data files. A data file  is
the physical file on disk that is transferred to or from your ODEX Enterprise system. These
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directories need to be accessible for ODEX Enterprise to read and write  to and from at all
times.

In ODEX Enterprise, two data directories are  defined during the Setup Wizard:  Common
Data  directories  and  Archive  Data  directories.  The  Common  Data  directory  is  used  to
store data files relating to the main ODEX Enterprise database. The Archive Data directory
is used to store data files relating to the optional archive database.

The default location of these data directories is:

C:\ProgramData\DIP\ODEX Enterprise\x.x.x.x\Common Data

C:\ProgramData\DIP\ODEX Enterprise\x.x.x.x\Archive Data

Main Database3.2.3

‘Main  Database’  refers  to  the  database  which  is  used  by  ODEX  Enterprise  to  store
configuration  information,  such  as  Trading  Partners,  Networks,  Mailboxes,  Workflows,
etc. and data files exchanged in the ODEX Enterprise system.

Archive Database3.2.4

‘Archive Database’ refers to a separate  database used to store  data files that have been
archived.  It  is  possible  to  periodically  archive  data  files  which  are  of  a  certain  age,  to
reduce the amount of  data in the live  ODEX Enterprise  system. These archived  files  can
be contained with the same main database, or moved  to  a  separate  database,  which  is
termed a separate Archive Database.

Tracking Database3.2.5

The 'Tracking Database' is a database used by the ODEX Enterprise  dashboard  to  display
file  details.  As  such  the  tracking  database  will  only  need  to  be  created  if  a  ODEX
Enterprise dashboard is going to be used.

Database Naming Convention3.2.6

A  database  that  is  created  with  a  default  name  will  be  named  in  the  style  ODEX
Enterprise_x.x.x.x, where x.x.x.x is the version and build of the current installation.

This database will be located, by default, on the DIP004 instance of the local machine.

An archive database is created with a default name of ODEX Enterprise_x.x.x.x_Archive.

A tracking database is created with the default name of ODEX Enterprise_Tracking.

Database Upgrade Terms3.2.7

‘Settings’  and  ‘configuration’  refers  to  database  items  such  as  Workflows,  Trading
Partners, Networks, Mailboxes, etc. An upgrade procedure that is without data will  copy
all of these settings to the new database.

‘Data’ in the  database  refers  to  all  transmitted  files  to  and  from  your  ODEX  Enterprise
system. This data is visible  in the ODEX Enterprise  Workstation. An upgrade that is  with
data  will  copy  all  of  this  data  to  the  new  database,  as  well  as  the  settings  and
configuration.

Initialisation3.3

Once ODEX Enterprise  has been installed, the Setup Wizard is run to initially set  up  the
new ODEX Enterprise  installation. Two options are  presented. A user can either install  a
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Fresh system, or Upgrade the system from an earlier version.

Each of the following sections describes a possible  initialisation path that you could take
through the wizard, with reference to each of the different wizard pages.

Fresh System3.3.1

If you selected “Start with a fresh system”, then initialisation of  a clean ODEX Enterprise
installation is carried out by the Setup Wizard.

Fresh system with non-advanced options3.3.1.1

If you selected this option, default locations are used for the database and data files,  and
the following wizard pages will be shown:

Product Initialisation Options

Summary

Process

Fresh system with advanced options3.3.1.2

If you selected this option, custom settings for the database and data directories will  be
used for the fresh installation. The following wizard pages will  be  shown to obtain these
custom settings:

Product Initialisation Options

Configure a New Database

Optional: Create a New Tracking Database

This  page  is  optional  because  it  will  only  be  shown  if  the  option  to  create  a  tracking
database has been chosen. A tracking database is not needed to intialise  the new ODEX
Enterprise installation.

Data Files Locations

Application / Service Configuration

Summary

Process

Upgrade from an earlier version3.3.2

If  you selected ‘Upgrade from an earlier version”, then initialisation of  ODEX  Enterprise
involves upgrading information from an earlier compatible product version. This involves
searching your system for an earlier compatible  version, and upgrading all  configuration
information that you have set up  and  optionally  data  that  you  have  transferred  in  that
earlier version.

Upgrade with non-advanced options3.3.2.1

If you selected this option, default locations are  used for the database and data files,  as
well as default upgrade options. Default upgrade options involve  upgrading all  data and
settings from the database associated with the earlier product version, as well as copying
all data files into the new Common Data directory.

The following wizard pages will be shown:
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Product Initialisation Options

Earlier Product Version

Summary

Process

Upgrade with advanced options3.3.2.2

If you selected this option, custom locations are  used for the database and data files,  as
well  as custom upgrade options.  Custom  upgrade  options  involve  choosing  the  kind  of
information and data to upgrade from the earlier product version, and how to upgrade it.

The following wizard pages will be shown:

Product Initialisation Options

Earlier Product Version

Main Database Options

Optional: Create a New Main Database

This page is optional because it will not be displayed if  you chose to upgrade an existing
database.

Optional: Create a New Tracking Database

This  page  is  optional  because  it  will  only  be  shown  if  the  option  to  create  a  tracking
database has been chosen. A tracking database is not needed to initialise  the new ODEX
Enterprise installation.

Optional: Tracking Database Options

This page is optional  because it will  only be displayed if  the installation being upgraded
contains a tracking database.

Data Files Options

Data Files Locations

Application / Service Configuration

Summary

Process

Reconfiguration3.4

At any point following the initial  set up of  ODEX Enterprise, the Setup Wizard can be re-
run to reconfigure your ODEX Enterprise installation.

There are five different reconfiguration processes that can be carried out by this wizard,
and these are presented as options when the Setup Wizard is run.

Each of the following sections describe a possible  reconfiguration process that you could
carry out using the wizard, with reference to each of the different wizard pages which are
defined here.
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Full Upgrade3.4.1

Following  initial  set  up  of  ODEX  Enterprise,  you  may  wish  to  start  a  Full  Upgrade
procedure from an earlier product version. This is permissible if  just a Fresh initialisation
was carried out following the installation of the new ODEX Enterprise product.

Reconfigure Main Database3.4.2

Following initial  set up of  ODEX Enterprise, you may wish to  change  the  main  database
which is used by ODEX Enterprise.

If  you  choose  to  create  a  new  database,  this  will  involve  either  creating  a  new  empty
database, or copying data from your existing database to your new database.

The  wizard  pages  that  will  be  displayed  are  the  same  for  creation  of  either  a  main  or
archive database:

Reconfiguration Options

Reconfiguration Database Options

Create a new Database

Summary

Process

If you choose to use a different database, you will  be  asked to select the location of  this
existing database.

The wizard pages that will be displayed are the same for selecting either an existing main
or archive database:

Reconfiguration Options

Reconfiguration Database Options

Select A Database

Optional: Select a Model Database

This  page  is  optional  because  it  is  not  required  if  you  choose  to  let  the  Setup  Wizard
create and delete its own model database.

Summary

Process

Reconfigure Tracking Database3.4.3

Following initial set up of ODEX Enterprise, you may wish to change the tracking database
which is used by ODEX Enterprise.

If  you  choose  to  create  a  new  database,  this  will  involve  either  creating  a  new  empty
database.

The wizard pages that will be displayed are:

Reconfiguration Options

Reconfiguration Tracking Database Options

Create a new Database
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Summary

Process

If you choose to use a different database, you will  be  asked to select the location of  this
existing database.

The wizard pages that will be displayed are:

Reconfiguration Options

Reconfiguration Tracking Database Options

Select A Database

Summary

Process

If  you choose to upgrade from a previous tracking database, you will  be  asked  to  select
the product version from which to upgrade.

The wizard pages that will be displayed are:

Reconfiguration Options

Reconfiguration Tracking Database Options

Earlier Product Version

Tracking Database Options

Optional: Select a Model Database

This  page  is  optional  because  it  is  not  required  if  you  choose  to  let  the  Setup  Wizard
create and delete its own model database.

Summary

Process

Reconfigure Data Directories3.4.4

Following initial set up of ODEX Enterprise, you may wish to change the locations of  data
directories.  You  may  also  wish  to  change  to  new  empty  data  directories.  This
reconfiguration process allows you to carry out both of these tasks.

The wizard pages that will be displayed are as follows:

Reconfiguration Options

Reconfiguration Data Files Options

Data Files Locations

Summary

Process

Reconfigure Server Application/Service3.4.5

During installation of the ODEX Enterprise  product,  you could choose to install  the  ODEX
Enterprise  server  as  either  a  Windows  Application  or  a  Windows  Service.  The  Setup
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Wizard allows you to reconfigure the server to run as either of  these options at any time
following the initial selection during installation.

The following wizard pages will be shown:

Reconfiguration Options

Application/Service Reconfiguration

Summary

Process

SQL Server Permissions3.5

Different  initialisation/reconfiguration  processes  requires  different  levels  of
permissions  for  connecting  to  an  SQL  server  instance.  For  example,  creating  a  new
database requires more highly elevated permissions compared to simply choosing a pre-
existing database to use.

The  following  sections  detail  the  type  of  permissions  that  you  may  be  prompted  for
throughout the wizard process, and what they mean.

Creating a Database3.5.1

If  at  any  point  during  the  Setup  Wizard  you  will  be  creating  a  new  database,  the  SQL
server user which is used to perform the creation must be a  member  of  the  ‘sysadmin’
SQL server role for the server on which the database is being created.

If  the Setup Wizard already  has  the  necessary  username  and  password  to  perform  this
action, a dialog won’t appear prompting you for elevated credentials. If the  Setup Wizard
needs to ask for elevated credentials.

The  following  initialisation/reconfiguration  scenarios  require  creation  of  a  new
database:

Fresh installation

Full Upgrade from a previous product version

Full Upgrade using a pre-existing database, and creating a model database in situ

Reconfiguration of the main/archive database

In-Place Upgrade3.5.2

If  at  any  point  during  the  Setup  Wizard  you  will  be  carrying  out  an  in-place  upgrade
(upgrading  an  existing  database  to  work  with  a  newer  product  version)  then  the  SQL
server user which is used  to  perform  the  upgrade  must  be  a  member  of  the  following
database roles: ‘db_datareader’, ‘db_datawriter’, ‘db_ddladmin’.

The following initialisation/reconfiguration scenarios require an in-place upgrade:

Initialisation upgrade of a pre-existing database

Reconfiguration process to use a database from an earlier product version

Backup of a Database3.5.3

If  at any point during the Setup Wizard  a  backup  operation  will  be  performed,  the  SQL
server  user  which  is  used  to  perform  the  creation  must  be  a  member  of  the
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‘db_backupoperator’  database  role  for  the  database  which  will  be  backed  up.  Backup
operations back up a database to a disk file.

The following initialisation/reconfiguration scenarios require a backup operation:

Upgrade using a pre-existing database, where a backup location is entered.

Summary of Required Permissions3.5.4

Main Database

Process Server Role Database Role

Database Creation sysadmin

In-Place Upgrade db_datawriter

db_datareader

db_ddladmin

Backup to Disk db_backupoperator

Day-to-Day Running of ODEX Enterprise db_datawriter

db_datareader

db_owner

Tracking Database

Process Server Role Database Role

Database Creation sysadmin

In-Place Upgrade db_datawriter

db_datareader

db_ddladmin

Day-to-Day Running of ODEX Enterprise db_datawriter

db_datareader

db_owner

Wizard Pages3.6

Product Initialisation Options3.6.1

This wizard page is shown  once  the  Setup  Wizard  starts  following  initial  installation  of
the product. It presents options for initialising the ODEX Enterprise installation.
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Figure 5 - Initialisation Wizard Main Page

Start with a fresh system

Initialising with a fresh system creates an empty database and empty folders for storing
data files. This does not upgrade any settings from an earlier version.

Upgrade from an earlier version

An  upgrade  initialisation  creates  a  new  database  and  populates  this  database  with
settings and/or data from an earlier product version. Data files on disk are  also upgraded
from the chosen earlier product version.

Advanced Options

Enabling advanced options allows custom settings to be defined for  the  location  of  the
database and data files. Disabling advanced options uses default locations.

Reconfiguration Options3.6.2

This wizard page is shown when the Setup Wizard is run at any point following the initial
set up of ODEX Enterprise. Several options are  presented that allow the ODEX Enterprise
installation to be reconfigured in different ways.
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Figure 6 - Reconfiguration Wizard Main Page

Full Upgrade

Selecting this option will begin the upgrade procedure that can be carried out during the
initial set up of the ODEX Enterprise installation.

Note:  This  option  is  not  available  if  a  Full  Upgrade  procedure  has  been  carried  out
previously for this ODEX Enterprise installation. This option will  only be selectable  if  the
product was originally initialised as a fresh system.

Reconfigure the main database

This option allows changes to be made to the main  database  associated  with  the  ODEX
Enterprise  installation.  A  new  database  can  be  created  (optionally  upgrading  from  the
current database), or the ODEX Enterprise installation can be pointed to a different main
database which already exists on an SQL instance.

Reconfigure the data directories

This option allows reconfiguration of the Common Data and Archive Data directories. The
directories can be copied to new locations, or new empty directories can be created.

Reconfigure the server application/service

If  the ODEX Enterprise  server  is  currently  set  up  to  be  used  as  an  application  (it  is  not
installed  as  a  Windows  service)  then  the  ODEX  Enterprise  server  can  be  installed  as  a
service by selecting this option.

If  the ODEX Enterprise  server is currently set up to be used as  a  Windows  service,  then
the service can be uninstalled by selecting this option.

Earlier Product Version3.6.3

This wizard page is shown if  you have chosen to upgrade data  and  information  from  an
earlier product version which is already installed on your system. The Setup Wizard will
search  your  system  for  previously  installed  products  which  are  compatible  with  the
upgrade  procedure  for  this  ODEX  Enterprise  installation.  This  search  can  take  up  to  a
minute depending on the number of  earlier versions installed on your system. Once  all
compatible versions are found, they are presented in the following way:
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Figure 7 - Earlier Product Version Page

An earlier product version must be selected from the list before the next wizard page can
be shown.

Main Database Options3.6.4

This page presents the different options for how the main database should be upgraded.

Figure 8 - Main Database Options Page

Create a new database (Fresh database)

This  option  creates  a  new  main  database  for  the  new  ODEX  Enterprise  installation,
without copying any information from the earlier product version.

Create a new database (Copy settings without data)

This option creates a new main database for the  new  ODEX  Enterprise  installation,  and
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copies only settings from the main database which is associated with the earlier product
version.  This  means  that  only  settings  such  as  Trading  Partners,  Networks,  Mailboxes,
etc. are  copied to the  new  database,  and  file  data  is  not  copied.  The  result  of  such  an
upgrade is that the new ODEX Enterprise  installation will  be  configured in the same way
as the earlier product version, but without any of the data files transferred to or from the
earlier system.

Create a new database (Copy settings with data)

This option creates a new main database for the  new  ODEX  Enterprise  installation,  and
copies all  settings and data from the main database which is associated with the earlier
product  version.  The  result  of  such  an  upgrade  is  that  the  new  ODEX  Enterprise
installation  will  contain  all  of  the  information  contained  within  the  earlier  main
database.

Change the main database which is used

This option does not create a new main database, but changes the database with is used
by ODEX Enterprise, this upgraded  database  is  then  used  as  the  main  database  for  the
new ODEX Enterprise installation.

Note: following this  procedure  the  database  will  be  unusable  with  the  earlier  product
version. As a result,  the database must first be  backed up to a file  on disk so that it may
be restored if required.

To upgrade an existing database in-place, a model  database is needed which allows the
old database to be compared to the new database structure. By default, the Setup Wizard
creates  this  model  database  as  it  needs  and  deletes  it  at  the  end  of  the  upgrade
procedure. However, there  is also the option to use  a pre-existing model  database, in a
situation where it is not possible  to  create  a  new  database.  This  option  is  achieved  by
checking the ‘Use an existing model  database’  check  box.  The  existing  model  database
must be on the same SQL instance as the existing database to be upgrade, as well  as the
same SQL credentials to access it. Section 6.5 shows an example of a page used to select a
model database.

Tracking Database Options3.6.5

This  wizard  page  allows  the  configuration  of  options  relating  to  the  upgrade  of  the
tracking database.

Upgrade the tracking database now

Deselect this option if  you do not wish to upgrade the tracking database now, note  that
you can upgrade the tracking database later by re-running the setup wizard and selecting
the "Reconfigure the tracking database" option.

Backup the database to a file

This option allows you to specify a backup file path which will be used to create  a backup
of the database before the upgrade is performed. Note that if the 

Use existing model database

This option allows for the selection of  a pre-existing model  database which can be used
in  scenarios  where  the  application  cannot  create  and  remove  its  own  model  database
from the database server. Note that this database must be on the same database server
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as  the  tracking  database  to  be  upgraded  and  must  be  accessible  with  the  same
credentials as the tracking database to be upgraded.

Reconfiguration Database Options3.6.6

This  wizard  page  will  be  presented  if  you  choose  to  reconfigure  the  main  database
associated with your ODEX Enterprise installation.

Figure 9 - Main Database Options Page

Change the database which is used

Selecting this option allows you to choose a different database that the ODEX Enterprise
installation will point to. If  the selected database is from an earlier compatible  product,
the database will be upgraded as part of the process.

To upgrade an existing database in-place, a model  database is needed which allows the
old database to be compared to the new database structure. By default, the Setup Wizard
creates  this  model  database  as  it  needs  and  deletes  it  at  the  end  of  the  upgrade
procedure. However, there  is also the option to use  a pre-existing model  database, in a
situation where it is not possible to create a new database.

Create a new fresh database

Selecting  this  option  allows  a  new  database  to  be  created  for  use  with  your  ODEX
Enterprise  installation.  The  newly  created  database  will  be  empty  and  contain  no
previous settings or data.

Copy setting from current database (without data)

Selecting  this  option  allows  a  new  database  to  be  created  for  use  with  your  ODEX
Enterprise  installation. Settings and configuration (such as Trading Partners,  Workflows,
etc.)  will  be  copied from your current database to your new database, but file  data  will
not be copied between databases.

Copy setting from current database (with data)
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Selecting  this  option  allows  a  new  database  to  be  created  for  use  with  your  ODEX
Enterprise  installation. Settings and configuration (such as Trading Partners,  Workflows,
etc.)  will  be  copied from your  current  database  to  your  new  database,  and  also  all  file
data will be copied.

Reconfiguration Tracking Database Options3.6.7

Figure 10 - Reconfiguration Tracking Database Options

This wizard  page  will  be  presented  if  you  choose  to  reconfigure  the  tracking  database
associated with your ODEX Enterprise installation.

Change the tracking database which is used

Selecting this option allows you to choose a different database that the ODEX Enterprise
installation will point to.

Create a new database

Selecting  this  option  allows  a  new  database  to  be  created  for  use  with  your  ODEX
Enterprise  installation.  The  newly  created  database  will  be  empty  and  contain  no
previous data.

Upgrade from an earlier version

Selecting this option allows a the selection of a previous ODEX Enterprise installation and
allows  just  the  tracking  database  from  this  installation  to  be  upgraded  and  configured
against this installation.

Model Database Location3.6.8

This page will be used to obtain the name of  a pre-existing model  database which exists
on the same SQL instance as the database to be upgraded.
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Figure 11 - Model Main Database Location

Configure a New Database3.6.9

The new database location page allows the location  for  a  new  database  to  be  defined,
including SQL login details for access by ODEX Enterprise.

Figure 12 - Database Location Page

If the Database name is entered for a pre-existing database on the SQL instance, then the
option is presented to a) Overwrite the database, or b) Use this existing database.

Overwriting  the  database  deletes  the  database  and  replaces  it  with  a  blank  one
corresponding  to  this  product  version.  Alternatively,  choosing  to  use  the  pre-existing
database  checks  that  the  database  is  compatible  with  this  product  version,  and  then
associates it with the current product version without changing it.

SQL instance

The  SQL  instance  is  the  SQL  server  instance  on  which  the  new  database  should  be



48 System Setup Guide - Setup & Configuration

created.

Database

The  database  field  should  be  populated  with  the  required  name  for  the  new  ODEX
Enterprise database. This field is populated with the default database name initially.

Login options

This combo box allows selection of  login options for this  database.  These  login  options
will  be  used by ODEX Enterprise  to access the database  on  a  day-to-day  basis.  If  a  new
login  and  password  is  required  for  accessing  the  database  using  SQL  Server
Authentication,  then  a  new  login  and  password  should  be  entered  in  the  Login  and
Password  field.  If  the  database  should  be  accessed  using  a  pre-existing  login  and
password for SQL Server Authentication then this login and password should be entered.
If  no  additional  login  options  are  required,  then  the  database  will  be  accessed  using
Windows integrated security or the default SQL login and password

Data Files Options3.6.10

This wizard page allows custom options to  be  specified  for  upgrading  of  Common  Data
and  Archive  Data  directories.  The  options  presented  will  depend  on  earlier  decisions
made in the wizard.

Create new empty directories…

Selecting this option will create new and empty data directories for the ODEX Enterprise
installation.

Copy to new directories…

This option will  upgrade data files associated with the earlier  product  version  from  the
earlier data directory  into  the  data  directory  associated  with  the  new  ODEX  Enterprise
installation.
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Use the existing data directories

This  option  will  not  create  new  data  directories,  but  instead  associate  the  data
directories of the earlier product version with the new ODEX Enterprise  installation. This
option  will  only  be  presented  if  the  earlier  product  version  has  a  compatible  data
directory structure.

Reconfiguration Data Directories Options3.6.11

This  wizard  page  is  presented  when  you  run  the  Setup  Wizard  following  the  initial
installation  of  the  ODEX  Enterprise  product.  There  are  options  presented  to  copy  the
Common Data and/or Archive  Data  directories  to  a  new  location,  or  create  new  empty
Common Data and/or Archive Data directories.

Figure 13 - Reconfiguration Data Files Options Page

Create new empty data directories

Selecting  this  option  creates  new  and  empty  Common  Data  and/or  Archive  Data
directories and associated them with the ODEX Enterprise  installation. This is useful  if  a
new empty main or archive database has been reconfigured against the ODEX Enterprise
installation.

Copy existing data to new directories

Selecting this option copies the existing Common Data and/or Archive Data directories to
a new location, and associates the new locations with the ODEX Enterprise installation.

By checking or not checking the check  boxes,  you  can  choose  to  reconfigure  either  the
Common Data or Archive Data directories, or both of them.

Data Files Locations3.6.12

This wizard page allows new directory locations to be defined for the Common Data and
Archive Data.
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Figure 14 - Data Files Location Page

New common data directory…

This field defines the custom location for the Common Data directory.

New archive data directory…

This field defines the custom location for the Archive Data directory.

Certain directories,  or combinations of  Common  Data  and  Archive  Data  directories,  are
not acceptable. These include the following:

Common  Data  and  Archive  Data  directories  are  separate  entities  which  can  be
moved  to  different  locations  independently  of  each  other.  As  a  result,  one
directory cannot be a sub-directory of another.

As a consequence of  the ability  to  move  these  directories  to  different  locations,
new data directory locations cannot point to directories that already contain data.

Application/Service Reconfiguration3.6.13

This wizard page tells you whether the server is currently installed as a Windows Service,
and shows the option to install or uninstall the service accordingly.
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Figure 15 - Application/Service Reconfiguration Page

Run the server as a Windows Application

Selecting  this  option  installs  the  ODEX  Enterprise  Server  Windows  Service  if  it  is  not
currently installed.

Run the server as a Windows Application

Selecting  this  option  uninstalls  the  ODEX  Enterprise  Server  Windows  Service  if  it  is
currently installed.

Summary3.6.14

The summary wizard page shows a summary of  the processes that will  be  carried out by
the Setup Wizard when the ‘Next’ button is clicked.

Figure 16 - Summary Page

A heading is shown in the summary panel  for  each  type  of  process  that  will  be  carried
out. The above example shows that a new main database will be created, along with new
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Common  Data  and  Archive  Data  directories.  The  above  summary  represents  a  Fresh
installation.

On clicking the ‘Next’ button the summarised processes are carried out.

Process3.6.15

The process page is always the last page in the series of  wizard pages.  The  page  carries
out the necessary processes to initialise  or reconfigure  the product,  showing progress in
on the page using the progress bar and the main view.

Figure 17 - Process Page

Upon completion, a ‘Finish’ button can be clicked, which closes the Setup Wizard.

Dashboard Configuration3.7

Dashboard Website Configuration3.7.1

This guide provides step by step instructions on configuring the ODEX Enterprise
server and dashboard website for full functionality.

1. Install the ODEX Enterprise Server and the ODEX Enterprise Dashboard on the
required machines, if you are unsure which machines to use consult the ODEX
Enterprise Dashboard Website section of this guide. Note the machine details for
each installation.

2. Ensure that the ODEX Enterprise Server is configured with a tracking database.
Note the connection details for the tracking database and main ODEX Enterprise
database.

3. Licence the required dashboard level on the ODEX Enterprise Server using the
ODEX Enterprise Licensing client.

4. Using the ODEX Enterprise Administrator navigate to the System -> Dashboard
integration screen and add a remote component of type dashboard website.

5. Enter the IP Address or hostname of the machine where the dashboard is
installed into the address field and save.
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6. Move to the dashboard machine and run the Dashboard Setup tool if it is not
already running (available in Start -> Programs -> Data Interchange Plc -> ODEX
Enterprise X.X.X -> Utilities -> Dashboard Setup).  A screen similar to that shown
in figure 18 will be displayed. 

18 - Dashboard Website Setup Application

7. Enter the required theme for the dashboard, this will usually be the default value
of ODEX Enterprise. Press the load button to enable the rest of the application.

8. Complete the Tracking database, Archive database and MAIN database sections
with the details entered during the configuration of the ODEX Enterprise Server.

9. Enter the details to communicate with the ODEX Enterprise server, this is the IP
address or hostname of the ODEX Enterprise Server, unless the ODEX Enterprise
Server has been reconfigured the default port of 3399 should not be changed.

10. Navigate to the dashboard website using a web browser and the login screen
should be displayed.  If a banner stating that the dashboard is currently
unavailable is displayed check the dashboard log for details of the licensing issue
which is preventing access to the website.

4 Licensing
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Introduction4.1

You will  not be able  to  open  any  client  applications  of  ODEX  Enterprise  until  you  have
entered your licence code details. This can be done using the Data Interchange Licensing
application.

The  Licensing  application  is  used  for  viewing  and  editing  the  licence  details  for  all
products, components and networks that form your installation of ODEX Enterprise.

Figure 19 - Licensing

The validation images indicate whether an individual licence is valid:

 – The licence is valid

 – The licence is invalid, has expired, or does not exist

Manually Configuring Licence Details4.2

It is possible to manually edit the individual licences.

Select the product, component, or network you wish to edit,  then click the ‘Edit‘  button.
The following dialog will be displayed:
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Figure 20 - Licensing (Manual Configuration)

Once you have entered a valid licence code, the lock will  turn  green  and  you  may  click
the ‘OK’ button to save the licence details.

Adding an Internal Network4.3

The ‘Add Network’ button displays  a  similar  dialog  to  the  above  image,  which  enables
you  to  manually  enter  an  SSID  and  authorisation  key  (licence  code)  for  an  internal
network.

5 Getting Started

Introduction5.1

Once you have installed and started ODEX Enterprise, you need to configure it for use. To
enter configuration details you should  start  the  Administrator  client  application.  If  you
chose the Express installation  mode  then  the  Administrator  will  have  been  started  for
you.

ODEX Enterprise  is a powerful  platform for communications, file  processing  and  system
integration  with  a  wide  range  of  configuration  options.  The  way  you  configure  ODEX
Enterprise  will  depend on the detail  of  your  requirements  and  no  two  systems  will  be
configured in the same way. That said, the basic configuration required in order to start
exchanging data with a trading partner, and processing files using workflows, is modest.
The remainder of this chapter describes the wizards available  in ODEX Enterprise  to help
you start configuring communications and workflows.

Many  terms  are  used  in  this  chapter  that  are  defined  and  explained  in  the  System
Overview  document.  It  is  recommended  you  understand  the  terms  before  continuing
with  this  chapter.  Complex  set-ups  require  more  advanced  use  of  the  Administrator
client, which is described in more detail in the Administrator’s Guide document.

Tasks5.2

When  the  Administrator  is  started  for  the  first  time,  the  following  screen  will  be
displayed.
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Figure 21 - Task View

The  task  bar  on  the  left  hand  side  of  the  screen  contains  some  buttons  that  launch
various  wizards.  Each  wizard  guides  you  through  some  aspect  of  configuring  ODEX
Enterprise. Most of the wizards are for setting up communications. The wizards available
are as follows.

Configure Your Details – specify details of your company.

Configure Your Communications – specify the communications protocols you want
to use and your identification and addressing information for those protocols.

Add Trading Partner – enter details of  a trading  partner  company  with  which  you
will be exchanging data.

Configure  Trading  Partner  Communications  –  specify  the  communications
protocols  you  want  to  use  with  a  selected  trading  partner  along  with  his
identification and addressing information for those protocols.

Test Connection – having entered your details and  those  of  your  trading  partner,
make a test call.

Send File – send a file to a trading partner.

Please  refer  to  the  section  titled  ‘Administrator  Task  Bar’  in  the  System  Reference
document, which describes each of these wizards in more detail.
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6 HMRC Setup Guide

Introduction6.1

This guide describes how to set up an ODEX Enterprise installation to work with the new

HMRC data adapter which can submit files to and download files from HMRC web

services. As well as simple setup for sending and receiving files this document also

contains suggestions for data definition setups designed to mimic the functionality of

the HMRC file splitter.

Note that at this stage the setup up covered in the document is a recommendation and

depending on the customer and what payroll software they are using this may need to be

tweaked.

Licensing6.2

The HMRC data adapter is a licence component available in the licensing client. Like all

other components this will need to be licensed before users can create adapter settings,

use the send to adapter job and create data adapter data sources.

Data Flow6.3

The below charts show the flow of data through the system when sending files to and

receiving files from the HMRC.

Figure 22 - Sending to HMRC
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Figure 23 - Receiving from HMRC

Data Adapter Settings6.4

Located in Administrator -> Connections -> Data Adapter Settings. 

In this section of the administrator HMRC data adapter settings profiles can be added.

Later on these settings can be used in the send to adapter job and data adapter data

source to instruct the system how to send and receive files.

Overview6.4.1

On the overview settings page the vendor ID, username and password must be specified.

These are given by the HMRC when a user registers with the services and are used to

login to the services. Note that a user could have more than one login (one for PAYE and

one for CIS for example) and so may need to have multiple settings profiles.

Figure 24 - Data adapter settings - Overview
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Submission6.4.2

On the submission tab the URL of the HMRC submission web service must be specified.

This will default to the correct live URL at the time (this should not be used for testing)

but can be changed if required. There are also settings to control the HTTP timeout and

whether or not to use the HTTP proxy.

Messages sent to the HMRC are required to be wrapped in a GovTalkMessage envelope

before sending. The HMRC can add this envelope if it is missing based on the settings

here. If this option is not set then the adapter will error when given an unenveloped file.

Figure 25 - Data adapter settings - Submission

Receiving6.4.3

In the receiving section the user must similarly set the web service URLs to use as well as

any timeout or proxy. 

Files can be downloaded from either PAYE or CIS HMRC services. This will depend on

which files the user wants to receive and changing this setting will affect the data types

to download in the section below.

The Employer Reference was previously known as the PAYE reference. If this setting is
set to all the adapter will download files for all references the user is registered to
access. If set to custom then exact references to request can be specified. A CSV or TXT
file of references can also be imported.

Downloading files is done via the use of indexes. When making a request an index is
provided and the services return all files since that index. When first using the adapter
the index from todays date is used (from then on last received index is used). This can be
reset at anytime using the reset button to use the index of any date in the past month.
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This will be used at the next request.

Files can be downloaded as 1 large XML file or split out into individual documents before

being entered as postbag files in the workstation. When splitting, if a file is already in

the system it will not be entered again (based on file name).

Figure 26 - Data adapter settings - Receiving

HMRC Message Classes6.5

Documents sent to the HMRC are split into message classes which are put in the request

to state what file is being sent. These message classes are put in the GovTalkMessage

envelope of the sent file. When the system is adding its own envelope it bases the
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message class off the root XML node of the message (inside the IRenvelope body). This is

then used as part of a lookup in the HmrcMessageClass database table to get the

message class. For example, the root element FullPaymentSubmission is converted to

HMRC-PAYE-RTI-FPS.

By default the database contains the message classes listed below (these are ones which

could previously be sent via AS2) but if further ones need to be supported they can be

added manually.

HMRC-PAYE-RTI-FPS

HMRC-PAYE-RTI-EPS

HMRC-PAYE-RTI-NVR

IR-PAYE-EXB

IR-CIS-CIS300MR

IR-CIS-VERIFY

Send to Adapter Job6.6

A new workflow job has been added which submits a file to a data adapter for sending.

This job has two parameters, adapter type and adapter settings. 

Figure 27 - Send to Adapter Job

This job can create child files if there is a response from the adapter. In the case of HMRC

a child file will be created with a receipt if the file is sent successfully or a business error

if the file has been sent correctly but has failed validation.

This job can be put on a workflow hooked up to a workflow selector with a directory data

source so that when files from payroll systems are put there they are sent to the HMRC.

Data Adapter Data Source6.7

A data adapter data source is required in order to receive files from the HMRC. This data

source will specify the data adapter type and settings to use when downloading files.

Note that only one data source can point to an adapter settings profile. This is so that the

same user doesn’t try to receive at the same time.
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Figure 28 - Data Adapter Data Source

In EPIC this data source can be linked to an originator or workflow where received files

will be postbag. In ODEX they will be put onto the system workflow and can be put

through workflow selectors detecting data source or definition.

Poll Data Adapter Event Action6.8

In order to call the adapter to download files a poll data adapter event action is required.

This can be hooked up to a particular event or more likely a schedule so that files are

downloaded at a specific time or interval.
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Figure 29 - Poll Data Adapter Event Action

Figure 30 - Event action parameters

This event action has only one parameter which is the data adapter data source to poll.

The adapter will then use the settings set against this data source.
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Notifications6.9

Notification emails can be raised using Event Actions if required. Events are available for
data adapter file send errors, file received errors and connection errors as well as for
successfully sending or receiving a file. 

File Splitter Functionality6.10

Through the use of document and data definitions it is possible to very closely replicate

the functionality of the existing HMRC file splitter. That is, to split received files into

directories based on employer reference and file type. The following sections describe

how this sent up might look in ODEX Enterprise.

Internal Company and Trading Partner6.10.1

For the HMRC Trading Partner, profile a location code of “HMRC”. For the internal
company, profile a location code of “MYCOMPANY”, in additional to your normal Head
Office Location Code. Note that these codes can be changed but these are the default
values that come with the document definitions by default. Changed them will require
these definitions to be changed also.

Note that these codes work with the various definitions to assign originator and recipient
companies.

Sending - Document Definition6.10.2

This definition sets the originator and recipient codes and gets the name of the root

node.
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Figure 31 - Sending document definition

Figure 32 - Sending document definition fields

Sending - Data Definitions6.10.3

There should be one definition for enveloped HMRC file (Type: GovTalkMessage) and
one for non-enveloped files (Type: IRenvelope).
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Figure 33 - A sending data definition

Receiving - Document Definitions6.10.4

Two document definitions are potentially required for receiving depending on set up.
One for non-split files and one for split files. This is because when a file is split its
employer reference can be used to set it against companies correctly. Both of these
definitions use the root node name as the type.
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Non-split Files6.10.4.1

Figure 34 - Non-split document definition

Figure 35 - Non-split document definition fields
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Split Files6.10.4.2

Figure 36 - Split document definition

Figure 37 - Split document definition fields

Receiving - Data Definitions6.10.5

There will be several data definitions to cover the various types of files that can be
received to HMRC. These types can later be used to output the files into the correct
directories.
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Name Type Format

Receiving – AR1 ReminderAR HMRC Files - Receiving

Split File

Receiving – AR2 ReminderARmn HMRC Files - Receiving

Split File

Receiving – NOT1 P11DbNotif HMRC Files - Receiving

Split File

Receiving – NOT2 P35Notif HMRC Files - Receiving

Split File

Receiving – P6 CodingNoticesP6P6B HMRC Files - Receiving

Split File

Receiving – P9 CodingNoticeP9 HMRC Files - Receiving

Split File

Receiving – RTI1 RTINot HMRC Files - Receiving

Split File

Receiving – RTI2 gen:GenericNotification HMRC Files - Receiving

Split File

Receiving – SL1 StudentLoanStart HMRC Files - Receiving

Split File

Receiving – SL2 StudentLoanEnd HMRC Files - Receiving

Split File

Receiving – NonSplitFile HmrcFiles HMRC Files - Receiving

Non Split File

Receiving Workflow6.10.6

The receiving workflow should have as many Copy jobs as folders to split files into.
Below is an example of a copy job setup to restrict the copy to a P6 file of a specific
employer reference. Mix and match conditions as required.
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Figure 38 - Receiving workflow

Figure 39 - Receiving workflow conditions

Automatic Analysis6.10.7

In order to set the Originator and recipient details for files in ODEX the automatic
analysis job must be set to detect codes and validate location. This will then use the
originator and recipient codes set in the document definitions.

Figure 40 - Automatic analysis settings
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